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1. De�nitions 11 De�nitionsA short occurs when two or more lines that are not intended to be connected are shortedtogether. We use the term short, rather than bridge fault, to help make it clear that weare talking about the physical manifestation of a fault rather than a behavioral model.The shorts we consider in this paper are interconnect shorts{shorts between two lines thatare gate outputs and/or circuit inputs. We do not consider shorts that are internal to alogic gate. If a directed path, in the graph representing the circuit, exists between the twoshorted lines in the original, unfaulted circuit, the short is said to be a feedback short. If nosuch path exists, the short is a non-feedback short. This paper considers only non-feedbackshorts, techniques for properly evaluating feedback shorts are currently under investigation.A short is detectable if for some combination of the circuit inputs, at least one of the circuitoutputs has a di�erent logic value than it would in the original circuit with the same inputcombination. Likewise, a short is undetectable if no combination of the circuit inputs willgenerate a discrepancy on a circuit output (static voltage testing). This means that some ofthe shorts we catagorize as undetectable are detectable via IDDQ[Ack83] or delay testing.However, these techniques are usually more costly and less accepted than voltage basedtesting.2 MotivationAlthough an undetectable short does not change the logic function of a circuit, it canchange other functional aspects. An undetectable short can cause reliability problemsby creating unexpected delay, noise, power consumption, and heat problems. These mayintroduce intermittent errors or eventually cause a catastrophic failure.An understanding of the circumstances that contribute to undetectable shorts may beused to develop Design-For-Test (DFT) strategies to reduce the number of such shorts orpossibly prevent them completely. The elimination of undetectable shorts would providethree bene�ts:1. It would increase the long term reliability of a circuit by reducing power consumption,heat, and average current density caused by undetectable shorts.2. It would reduce the number of intermittent errors by eliminating electrical noise andcircuit delay caused by undetectable shorts.3. It would reduce test generation costs by decreasing the amount of time spent provingshorts undetectable.1Other researchers have studied how the controllability and observability of shorted linesa�ects a short's detectability [KBRM91]. This paper focuses on the causes of undetectableshorts, their negative e�ects, and local characteristics that can be used to predict that ashort is undetectable.1The test pattern generation system we used, Nemesis, spent 92.7% of its total test generation time tryingto �nd tests for shorts that it either proved undetectable or aborted on. While this percentage may be a bithigh in comparison to other ATPG systems, in general a large amount of time is spent on proving shortsundetectable.



3. Method 23 MethodWe started our work by �rst generating a list of undetectable shorts. This sectiondescribes the method we used to generate the list.We began by targetting the shorts that occur in an actual circuit layout | all non-feedback shorts that are physically realizable by small spots of metal in the metal1 ormetal2 layer of cell interconnect or defects in the oxide separating these layers. Shorts inthe metal layers are the most common fault type in many CMOS technologies[MTCC87].We used Carafe[JF93] to extract the set of likely shorts from the MCNC standardcell implementation of the ISCAS[BF85] combinational test circuits. Once the likely non-feedback shorts were extracted from the physical design of the circuit, we determined theirbehavior. The two most commonly used methods of modeling shorts are the wired-ANDand wired-OR models. However, neither of these adequately re
ects the behavior of shortsin CMOS circuits[Ack88, FL91, MG91]. The logic value of shorted nodes is determined byhow strongly each gate tries to force its value on the shorted node. Since the strength of agate is generally a function of its inputs we must consider all inputs to the gates to determinewhat the actual logic value will be. We computed the logic function of the shorted nodeusing the circuit simulator CaZM2.A representative of each class of short that is extracted from the circuit was simulatedIf there was a potential short between the outputs of a 2-input NAND and a 2-input NORin the circuit, we simulated the two gates shorted together. However, if no 2-input NANDswere shorted to 2-input NORs, we skipped this class of short. For each class of short in thelist, we simulated all 2n+m input combinations for the shorted gates, where n and m arethe number of inputs to each gate.In order to aid the ATPG process by keeping it logic based, rather than voltage based,we used a single logic threshold value. The voltages calculated by the circuit simulator arecompared to the threshold voltage of an inverter and translated into logic values which areused to generate truth tables that represent the new function of the paired gates. Thesetruth tables were minimized by Espresso and stored for use during the ATPG process.Assigning a logic value based on the inverter threshold is somewhat inaccurate in thatit does not take into account the di�ering input thresholds for di�erent gates[AM91]. Wewould have used a multi-threshold ATPG system if one had been readily available. As wewanted to validate the general idea of being able to �nd undetectable shorts for the purposeof PDFT, fault simulation with a single threshold value was su�cient and provides moremeaningful results than the, typically used, wired-OR and wired-AND models.The Nemesis[Lar92] ATPG system took the short list and generated tests based on thelogic function of each short[FL91]. Nemesis provided a list of all undetected non-feedbackshorts. Approximately 74% of the undetected non-feedback shorts were proven undetectableby Nemesis{it aborted on the other 26%. We chose to include both the proven undetectableand aborted shorts in our analysis since most aborted shorts are undetectable, and the fewthat are detectable that slip through are di�cult to test for, at least with the NemesisATPG system, and are thus undesirable.2We have since switched to spice as it is more commonly recognized and accepted.
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Figure 1: Example of how unintentional redundancy may be introduced.
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347Figure 2: Example of redundant circuitry taken from the 1908.4 AnalysisIn order to detect a non-feedback short you must be able to set the shorted lines todi�erent values in the short-free circuit. We call this stimulation. In addition, the resultingdiscrepancy then needs to be propagated to a circuit output. We call this propagation.Therefore, we can �rst divide undetectable non-feedback shorts into two broad categories:nonstimulatable non-feedback shorts and stimulatable, but nonpropagatable, non-feedbackshorts. We will refer to the later as simply nonpropagatable non-feedback shorts. Clearlythese two are disjoint sets whose union is the set of all undetectable non-feedback shorts.For a short between two lines to be nonstimulatable, each node must implement thesame logic function. Hence, one of the two lines is redundant. It would appear that oneof the lines should be eliminated. Unfortunately it is easy to unintentionally introduce thistype of redundancy.Consider Figure 1. If a circuit designer is using a hierarchical design style. He mayhave two blocks, A and B, that both require signals X and Y. While designing block Athe designer may determine that he needs to AND X and Y for use within block A. Whiledesigning block B he may determine that he needs to AND X and Y for use within block B.The designer may not notice that the AND could have been performed at the higher leveland sent to each block separately.It is also possible to introduce redundancies on the same level without realizing it. If theequivalency is created a few gates back from the gates whose outputs are shorted, it mightsimply be missed. An example taken from the 1908 benchmark circuit, Figure 2, illustrates
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3081Figure 4: Example taken from 2670 that shows two types of masking that canoccur.this. In the example, lines 500 and 508 are equivalent. Lines 341, 445, and 448 do not go toany other gates so the entire circuit in Figure 2 could be replaced by the circuit in Figure 3.Equivalence aside, it is undesirable to have lines 500 and 508 shorted together. Line 500might have a greater load than line 508 and line 508 may be on a critical path. If thesetwo lines are unintentionally shorted, the load will be shared and the delay on the criticalpath will be greater. This can be detrimental as the corresponding alteration in delay maycause the circuit to fail for some input sequences as a delay fault. Unless this circuit pathis checked with a delay test, the short will not be detected.The second category of undetectable non-feedback shorts, nonpropagatable shorts, aremore subtle. All inputs that stimulate a nonpropagatable short also cause the error that isgenerated to be masked before it reaches a circuit output.Fault masking can occur when the short performs the same function as a portion of itspropagation path. Consider Figure 4, in which the shorted lines 3081 and 3089 are driven byCMOS inverters whose n-channel transistors are stronger than their p-channel transistors.This means that the n-channel transistor will win and a zero will be present upon bothlines (wired-AND) when there is a con
ict3. Therefore, even when the short is stimulated,3081 and 3089 have di�erent values, the output of gate F will not show a discrepancy. Thereason for this is that a zero on either 3081 or 3089 automatically forces F's output tobe one. Therefore if 3081 causes 3089 to go low when it should be high the short will beundetectable through line 1392. In some sense, the discrepancy can not be propagated outthrough 1392 because gate F performs an equivalent function (before the inversion) to theshort. In general, an error can be masked whenever a gate on the output propagation pathperforms the same function as the short. Another example of this type of masking is takenfrom the 880 benchmark circuit and is shown in Figure 5. In this �gure, the undetectableshort involving lines 72 and 73 acts as a wired-AND. Because the combination of F, G,and H ANDs 72 with 73, for the input combinations that stimulate the short, the short ismasked.In addition to function masked shorts, stimulation masked shorts can occur. The valuesplaced on lines to stimulate the short may also mask the propagation of the short. If welook at Figure 4, gate G provides an example of this type of masking for a short on lines3Although wired-AND/wired-OR models do not accurately represent all shorts, some shorts do exhibitwired-logic behavior, particularly shorts between the ouput lines of identically sized inverters!
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73Figure 5: Additional example of masking through function equivalence.Proven ATPG Total TotalCircuit Undetectable Aborted Not Tested non-feedback shorts17 0 0 0 5432 2 5 7 666499 0 0 0 1577880 2 1 3 25941355 2 1 3 25701908 13 3 16 28422670 27 10 37 121953540 34 0 34 127095315 29 2 31 366326288 3 0 3 108857552 83 47 130 48993Total 195 69 264 131688Table 1: Distribution of non-feedback shorts by circuit.3081 and 3089 if we assume that the short can not be propagated through gate F. For adiscrepancy to be propagated through G, and out line 3105, a discrepancy must be put online 3081. If placing a discrepancy on line 3081 requires line 3080 to be a zero, line 3088 willhave to be a one (we need 3081 and 3080 to be at opposite values.) However, placing a oneon line 3088 forces the output of G and, in turn, blocks the propagation of the discrepancy.Nonpropagatable shorts are undesirable for the same reasons as nonstimulatable shorts:they may cause delay faults and increase ATPG time. In addition nonpropagatable shortscan cause further problems. Since the shorted lines can be set to di�erent values, this typeof short can cause current consumption to exceed rated values leading to reduced reliabilityand a violation of speci�cations. This allows nonpropagatable shorts to be detected byIDDQ tests if the circuit is designed appropriately.5 ResultsAs stated earlier, we included both the undetectable and aborted shorts from Nemesisin our analysis. Table 1 shows how many of the non-feedback shorts in the MCNC imple-mentations of the ISCAS circuits were proven undetectable, how many Nemesis aborted on,and the total number of non-feedback shorts. This table shows that approximately 0.2% ofthe total non-feedback shorts from the list created by Carafe were not detected by the testsets that Nemesis generated.In order to examine the relationship between nonstimulatable non-feedback shorts,nonpropagatable non-feedback shorts, and non-feedback short undetectability, we used



5. Results 6Nonstimulatable NonpropagatableCircuit LD0 Non-LD0 LD0 Non-LD0432 0 1 1 5880 0 0 2 11355 2 0 0 11908 2 4 3 72670 14 2 2 193540 20 0 1 135315 17 7 3 46288 0 0 0 37552 23 18 41 48Total 78 32 53 101Table 2: Distribution of LD0 non-feedback shorts.
Figure 6: Example of LD nonstimulatable non-feedback short.the Nemesis ATPG system to divide the set of undetectable non-feedback shorts intononstimulatable non-feedback shorts and nonpropagatable non-feedback shorts. Nemesis'IDDQ switch causes it to generate tests for shorts by exploiting the excess quiescent currentcaused by two shorted nodes being driven to di�erent logic values[FTL90]. The undetectableshorts that are non-IDDQ detectable are nonstimulatable.These two categories of non-feedback shorts, nonstimulatable and nonpropagatable,can be further divided into two sub-categories. Those that can be found by examininglocal information (not having to look more than one level forward or backward from theshort site) can be classi�ed as Locally Determinable (LD) and the remaining as Non-LocallyDeterminable (NLD). This is important because LD non-feedback shorts can e�ciently (incomputational terms) be identi�ed during the physical design of the circuit, and hence canbe avoided. We originally considered two types of LD undetectable shorts which we willrefer to as the LD0 class.For nonstimulatable non-feedback shorts, we found all the LD non-feedback shorts thatcan not be stimulated because the shorted lines belong to gates of the same type that sharethe same inputs, as in Figure 6. It turns out that 71% of the nonstimulatable non-feedbackshorts can be found this way.For nonpropagatable non-feedback shorts, we found all the LD non-feedback shorts thatcan not be propagated because the shorted lines are inputs to the same gate, have no fanout,and perform the same function as the gate. In other words, both shorted lines feed only



6. Conclusion 7Figure 7: Example of LD nonpropagatable non-feedback short.into a gate that performs the same function as the short, as in Figure 74 It turns out that34% of the nonpropagatable non-feedback shorts can be found this way.Table 2 shows the complete division of non-feedback shorts into nonpropagatable andnonstimulatable non-feedback shorts as well as the subdivision of each of these categoriesinto LD0 and Non-LD0 categories. Approximately 50% of the 264 undetectable non-feedbackshorts were LD0.6 ConclusionUndetected non-feedback shorts can cause intermittent faults, reduce reliability, andincrease ATPG costs. In the CMOS circuits we analyzed, approximately 0.2% of the non-feedback shorts were not detectable by the Nemesis ATPG system.We showed that the undetectable non-feedback shorts can be split into two, fairly even,categories, nonstimulatable and nonpropagatable. For each of these categories, we haveidenti�ed several characteristics that can make the non-feedback short undetectable andgave examples of each. This resulted in our identifying several classes of undetectableshorts that can be proven undetectable with very limited local information. Two classes ofLD shorts, called LD0 short, make up almost half of the undetectable shorts in the analyzedcircuits.These are encouraging results since they suggest that we may be able to eliminate manyundetectable shorts in a circuit with little penalty. Since less than 0.3% of the total non-feedback shorts were undetected, changing the physical design of the circuit to preventthe possibility of these shorts may not impact the area, and hence cost, of the circuitsigni�cantly. For almost 50% of the undetectable shorts, local information is su�cientto prove the short is undetectable. For these LD undetectable shorts, computationallyfeasible physical-DFT rules in the routing portion of the design process could prevent theplacement of the involved wires adjacent to each other and thus reduce the number ofpossible undetectable shorts. For cases in which it is impossible to keep wires from beingadjacent, such as adjacent gate inputs, the router should still be able to keep the wires frombeing adjacent for long distances and thus reduce the probability of a undetectable shortoccurring.AcknowledgementsThe authors thank Brian Chess and Tracy Larrabee for modifying Nemesis to provide theundetected shorts, J. Alicia Grice for software that automatically creates the truth tables forNemesis, and Krzysztof Koz �mi�nski at MCNC for providing us with standard-cell layoutsof the ISCAS benchmarks. We also thank the Semiconductor Research Corporation forsupporting this research under Contract 92-DJ-315 and The National Science Foundationfor supporting this work under grant MIP-9158491.4This example assumes that an inverter-inverter short acts as a wired-AND. It does in the standard celllibrary we use, MCNC SCMOS.
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