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Services provided on wide-area networks like the Internet present several chalenges. The relia-
bility, performance, and scalability expected of such services often requires they be implemented
using multiple, replicated servers. One possible architecture implements the replicas as a weak-
consistency process group. This architecture provides good scalability and availability, handles
portable computer systems, and minimizes the effect of users on each other. The key principles
in this architecture are component independence, a process group protocol that provides small
summaries of database contents, caching database slices, and the quorum multicast client-to-server
communication protocol. A distributed bibliographic database system serves as an example.
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1 Introduction

Several information services have recently been, or will soon be, made available on the Internet. These
services provide access to speciadized information from any Internet host. The bulk of these systems
centralize some parts of their service — either by centralizing the entire system, or by breaking the service
into several pieces and implementing each piece as a centralized application.

In this paper | will present an architecture for building distributed information services, drawing exam-
ples from the refdbms bibliographic database system. The architecture emphasizes scalability and fault
tolerance, so the application can respond gracefully to changes in demand and to site and network failure. It
uses weak-consistency replication techniques to build a flexible distributed service. | will start by defining
the environment in which this architecture isto operate and its goals. Next | will give an overview of the
architecture, followed by sections detailing three components: weak-consistency process groups, quorum
multicast protocols, and mechanismsto cache predefined slices or subsets of the database.

1.1 Environment

Thelnternet has several behaviorsthat must be accounted for when designing an information service. These
include the latency required to send messages, which can affect the response time of an application, and
communi cation unreliability, which may require robust communication protocols. Two hostson an Ethernet
can exchange a pair of datagram packetsin afew milliseconds, while two hosts on the same continent may
require 50—200 milliseconds. Hosts on different continents can require even longer. Packet |oss rates of
40% are common, and can go much higher [Golding91b]. The Internet has many single points of failure,
and it isusually partitioned into several non-communicating networks. Thisis a difficult environment for
building distributed applications.

Theapplication architecture must a so handl e the vast number of usersthat can access awidely-available
service. The Internet now includes more than 900 000 hosts®; the potential user baseisin the millions, and
these numbersare expected toincrease rapidly. The archie anonymous FTP location service reported on the
order of 10 000 queries per day (0.12 queries per second) using two serversin November 1991 [Emtage92].
The archie system is a specialized service with alimited audience, as compared to traditional information
services used by the genera public, such as newspapers and library card catalogues. Anecdota evidence
pointsto some current services with nearly 100 queries per second.

Despitethis environment, users expect a serviceto behave asif it were being provided on alocal system.
Several studieshave shown that peoplework best if response timeis under one second for queries presenting
new information, and much less for queries that provide additional details [Schatz90]. Furthermore, users
expect to be able to make use of the service as long as their local systems are functioning. Thisis an
especially difficult expectation to meet on portable systems, where the system may be disconnected from the
network for along time or may be “semi-connected” by an expensive low-bandwidth connection. Several
researchers are investigating file systemsthat can tolerate disconnection [Kistler91, Alonso904].

Throughout this paper the term process refers to a process, running at some site. Sites are processor
nodes on the network such as a workstation or file server. Server processes have access to pseudo-stable
storage such as disk that will not be affected by a system crash. Sitesalso have loosely synchronized clocks.
Sites and processes fail by crashing; that is, when they fail they do not send invalid messages to other
processes and they do not corrupt stable storage. Processes can temporarily fail and recover. Sites have
two failure modes: temporary recoverable failures, and permanent removal from service. The network is
sufficiently reliable that any two processes can eventually exchange messages, but it need never be free of

1This value was provided by Darrell Long, who has been tracking the Internet population as part of a longitudinal reliability
study [Long91, Long92].



partitions. Semi-partitions are possible, where only a low-bandwidth connection is available between one
or more sites and the rest of the network.

1.2 Principles

There are some general principles guiding the solutions presented here. Service replication is the general
mechanism for meeting availability demands and enabling scalability. The replication is dynamic in that
new servers can be added or removed to accommodate demand changes. The system is asynchronous, and
servers are as independent as possible; it never requires synchronous cooperation of |arge numbers of sites.
Thisimproves communication- and site-failuretolerance. Local communicationisalmost alwaysfaster than
long-distance communication, and should be used whenever possible. The solutions use prefetching and
caching where possible to improve response time. The service should be secure to the degree appropriate
and possible, so that client processes can trust theinformation provided by the service and service providers
can accurately charge for their serviceif needed. Finally, the architecture should minimizethe effect of one
user on another.

1.3 Therefdbms system

The weak-consistency architecture is being used to implement a distributed bibliographic database system,
refdbms. This project aimsto evaluate this architecture for convenience and performance. The refdbms
system is derived from a system devel oped at Hewlett-Packard Laboratories over several years [Wilkes9l].
That system emphasized sharing bibliography information within a research group. Users could search a
database by keywords, use references in TeX, and enter new or changed references.

Refdbms isbeing extended to handle multipl edatabases distributed to widely dispersed sites. Databases
can be specialized to particular topics, such as operating systemsor an organization’stechnical reports. Each
database can be replicated at severa sites on the Internet, and users can create their own copy of interesting
parts of the database. When a user enters a new reference in one copy, the reference is propagated to all
other copies. The system also includes a simple mechanism for notifying users when interesting papers are
entered into the database.

Refdbms stores references in a format similar to that used by refer, as shown in Figure 1. Every
reference has atype, and aunique, mnemonictag like Golding92l. Since thesetags are determined by users
and can potentially collide, the system internally uses a unique identifier consisting of atimestamp plusthe
address of the site that created the reference. References are stored in hashed files, and are indexed both by
tag and by keyword. Using location information in the database and an inference engine, the system will
determine the best way to provide the user with a copy.

1.4 Thearchitecture

Replication is the cornerstone of this architecture. A set of replicated servers cooperate to provide the
service, as shown in Figure 2. Client processes use the service by contacting some server process. Server
processes in turn communi cate amongst themselves to propagate update information.

The use of multiple servers can improve communication locality. If al clients must communicate with
the same server, some of themwill haveto uselong-distance communication. If there several servers, clients
can communicate with the one closest to them. This both reduces communication latency and decreases the
load each communication imposes on the Internet. One approach isto place one server in each geographic
region or organization. Of course, clients must be able to identify nearby servers and maintain performance
when nearby sitesfail; this problem is discussed in Section 3.
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Replicated servers also help meet the goal of a highly available and reliable service. The service is
available as long as clients remain connected to at least one server, and that server is functioning. A recent
study of workstation reliability [Long91] shows that most hosts are avail able better than 90% of the time,
with a mean time-to-failure (MTTF) between two and three weeks. Another study has found that hosts
within North America respond when polled about 90% of the time[Golding91b], indicating that long-term
network failure is probably uncommon. This same study showed that communications were more reliable
the closer two siteswere. Thisarchitecture can therefore be expected to provide nearly complete avail ability.

Each server maintains a copy of the database. For simplicity, every database entry is assumed to have a
unique key. Some servers will maintain a copy of the full database. Others will maintain caches or slices
of the information, as discussed in Section 4. A cache is an arbitrary collection of recently-used database
entries, whileasliceis asubset of the database defined by a query, similar to arelational database view. In
refdbms, for example, a slice might maintain a copy of al entries on marsupials.

Theserversare organized into a processgroup. Servers useagroup communication protocol to multicast
a message to the group when they need to perform a database operation. Client processes send request
messages to just one server, which forwards the request if needed to other servers in a multicast. When
servers are added or removed, they follow a group membership protocol to inform other servers and to
obtain acopy of the database.

The servers must coordinate their operation so they provide consistent service: the answers provided
by one server should not contradict those provided by another. Consistency is controlled by the group
communication protocol, since the state of a server is determined by the messages it has received. This
topicis discussed further in Section 2.1.

Eventually or weakly consistent communication protocol sdo not perform synchronous updates. Instead,
messages are first delivered to one site, then propagated asynchronously to others. The answer a server
givestoaclient query depends on whether that server has observed the update yet. Eventually, every server
will observethe update. Many existing information systems, such as Usenet [Quarterman86] and the Xerox
Grapevine system [Schroeder84], use similar techniques. Users of a bibliographic database are unlikely to
beworried if an update takes afew hoursto propagate to every server, aslong astheir updates are available
right away at their server.

Delayed propagation means that clients do not wait for distant sites to be updated, and the fault-
tolerance of the service does not depend on client behavior. It aso alows messagesto be transferred using
bulk communi cation protocol s, which provide the best efficiency on high-bandwidth high-latency networks.
These transfers can occur at off-peak times. Servers can be disconnected from the network for a period of
time, and will be updated after they are reconnected. On the other hand, clients must be able to tolerate
inconsistency, and the service may need to provide a mechanism for reconciling conflicting operations. In
refdbms, updates take the form of differences to the text of areference, and all updates are applied in the
same order at every site. One update may occasionally be superseded by another, but collisionsare unlikely.

Thegroup of processescommuni cating thisway can be organized into aweak-consi stency processgroup.
Propagating updates from one server to another form alogical, asynchronous group multicast operation that
isimmune to temporary crashes. | have developed protocols for weak-consistency group communication
and for adding and removing servers from the group. These are detailed in Section 2.

2 Weak-consistency process groups

Replicated services can be implemented as a process group. Members of the group use group communi-
cation protocol s to communi cate amongst themselves, and group member ship protocolsto determine what
processes are in the group. The membership and communication protocols are closely related: the mem-
bership protocol usually uses someform of the communication protocol to send membership informationto
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processes, and the communi cation protocol uses membership information to identify what processes should
receive messages.

Wesak consistency protocols guarantee that messages are delivered to all members but do not guarantee
when. Inthissection | will discusshow weak consistency comparesto other kinds of consistency, and detail
protocols for weak-consistency group communication and membership.

2.1 Kindsof consistency

The service provided by a process depends on the messagesiit has received, so application-level consistency
depends on communication consistency. Communication protocols can provide guarantees on:

1. Message delivery. Messages can either be delivered reliably, in which case they are guaranteed to
arrive, or with best effort, meaning the system will make an attempt to deliver the message but it is
not guaranteed.

2. Ddivery ordering. Messages will be delivered to processes in some order, perhaps different from
the order in which they are received. A total ordering means that all processes will see the same
messages in the same order, though that order will not necessarily be the order messages were sent.
Causal ordering implies that any messages with a potential causal relation will be delivered in the
same order at all replicas [Lamport78, Ladin91]. Messages with no causal relation, however, can be
deliveredin different orders at different processes. M essages can a so be delivered so that the database
a one site never differs from the correct globa value by more than a constant [Pu91, Barbar&90].
Wesaker orderings include a per-process or FIFO channel ordering, where the messages from any
particular process are delivered in order, but the streams of messages from different processes may
beinterleaved arbitrarily. Finaly, thereisthe possibility of guaranteeing no particular order.

3. Timeof ddlivery. The communication protocol can deliver messages synchronously, withinabounded
time, or eventually in a finite but unbounded time.

In general, strong guarantees require multiphase synchronous protocols while weaker guarantees allow
efficient asynchronous protocols.

Theweak consistency usedin thisarchitecture providesreliable delivery, and can be modified to produce
several delivery orderings, but it only guarantees eventual messagedelivery. In particular, thereisanon-zero
probability that two processes have received all the same messages, and all processes are guaranteed to
agree in finite but unbounded timeif no further messages are sent.

Grapevine [ Schroeder84] was one of thefirst wide-area systemsto useweak consistency. Inthat system,
replicated datawas updated first at onesite, then the resultswere propagated to other sitesin the background.
Updates were propagated three ways. A site might first use direct mail, an unreliable multicast, to get the
update to as many sites as possible. Then it would use rumor mongery to propagate recent updates from
one siteto another. Finally, pairs of siteswould periodically exchange all known updatesin an anti-entropy
session until they were mutually consistent. Of the three methods, only anti-entropy guaranteed delivery to
al sites.

Thetattler [Long92] isanother system that uses weak-consistency groups. It uses group communication
to coordinate a group of processes that periodically retrieve uptime statistics from Internet hosts. The list
of hoststo be polled and the experimental results are propagated using the group communication protocols
outlined in the next section.



2.2 Group communication

| have developed a new group communication protocol that provides reliable, eventua delivery, called
timestamped anti-entropy [Golding91a]. Since the protocol is fault tolerant, messages will be delivered to
every processin the group even if processes temporarily fail or are disconnected from the network.

To send a message to the group, a process appends some timestamp information and writes it to a
log on stable storage.? From time to time each site selects a partner site, and the two exchange logs in
an anti-entropy session. In addition, processes maintain a summary of the timestamps on messages they
have received. These summaries are exchanged as the first step of anti-entropy sessions, and alow each
process to send only those messages the other has not yet received. An unreliable multicast can be used to
propagate a message quickly while anti-entropy sessions ensure the message is delivered to sites that miss
the multicast.

This protocol meets many architectural goals. It provides an asynchronous communication mechanism
that allows replicas to be mostly independent. Anti-entropy sessions only involve two replicas, so the
mechanism can scale to large, dynamically changing groups. Sites can tend to select nearby partners for
anti-entropy, minimizing long-distance communication. The protocol aso handles disconnected and failed
siteswell. Whileareplicais unavailable, messages accumulate in other replica’s logs, and are transmitted
to the replicawhen it becomes available again. Summaries provide a compact way for portable systemsto
measure how far out of date their information has become; this measure can be used to prompt the user to
plug their machine into the network for fresher information.

The tradeoffs are that the protocol is blocking, that replicas must maintain fault-tolerant logs, and that
timestamps must be appended to every message. If an operation must be coordinated with the entire group,
perhaps so total consistency is preserved, it must be delayed until the request message can be received and
acknowledged by every process in the group. Until that time, the request message must be stored on disk
so it isnot affected by failure and recovery.

Thetimestampsappended to each message can be used to generate avariety of different messagedelivery
orderings, including total (but not causal), per-process, or no ordering. Causal orderings are possible if
process clocks meet Lamport’s happens-before condition [Lamport78].

To execute the protocol, each process must maintain three data structures: a message log and two
timestamp vectors [Mattern88]. These must all be maintained on stable storage, so they are not corrupted
when the site or process crashes. Each site must also maintain a clock that is loosely synchronized with
other processes.®

The message |og contains messages that have been received by a process:

Log = list of (sender id, timestamp, message).

Timestamped messages are entered into the log upon receipt, and removed when all other processes have
also received it. The sender identification and timestamp can both be on the order of four bytes each.
M essages are eventually delivered from the log and applied to the database.

Processes maintain a summary timestamp vector to record what updates they have observed:

Summary vector = list of (process id, timestamp).

Process A records atimestamp ¢ for process B, if A has received all messages generated at B up to time
t. Each process maintains one such timestamp in its timestamp vector for every processin the group. The
vector provides a fast mechanism for transmitting summary i nformation about the state of a process.

2This paper is written in terms of alog. However, if update information can be retrieved from database contents a log is not
technically necessary. Grapevine [Demers88] used this technique.

3| have also developed a similar protocol that requires O(n?) state per process rather than O(n), but alows unsynchronized
clocks. This alternate protocol was discovered independently by Agrawal and Malpani [Agrawal 91].



Each process also maintains an acknowl edgment timestamp vector to record what messages have been
acknowledged by other processes:

Acknowledgment vector = list of (process id, timestamp).

If process A holds a timestamp ¢ for process B, A knowsthat B has received every message from any
sender with timestamp less than or equal to ¢. Process B periodicaly setsits entry in its acknowledgment
vector to the minimum timestamp recorded in its summary vector. This mechanism makes progressaslong
as process clocks are loosely synchronized and the acknowledgment vector is updated regularly. A process
can determine that every other group member process has observed a particular message by looking at its
local acknowledgment vector.

From time to time, a process A will select a partner process B and start an anti-entropy session. A
session begins with the two processes alocating a session timestamp, then exchanging their summary
and acknowledgment vectors. Each process determines if it has messages the other has perhaps not yet
observed, when some of its summary timestamps are greater than the corresponding ones of its partner.
These messages are retrieved from the log and sent to the other process using areliable stream protocol. If
any step of the exchange fails, either process can abort the session. The session ends with an exchange of
acknowledgment messages.

At the end of a successful session, both processes have received the same set of messages. Processes A
and B set their summary and acknowledgment vectors to the elementwise maximum of their current vector
and the one received from the other process.

After anti-entropy sessions have completed, update messages can be delivered from the log to the
database, and unneeded log entries can be purged. If the system guarantees that all processes will observe
messagesin the same order, messages whosetimestampis less than the minimum timestamp in the summary
vector can be delivered. If per-process or weaker orderings are alowed, messages can be delivered
immediately upon receipt. A log entry can be purged when every other process has observedit. Thisistrue
when the minimum timestamp in the acknowl edgment vector is greater than the timestamp on the log entry.

The reliable delivery guarantee is not met in one important case: when a process permanently fails
and loses data. No weak consistency communication scheme can be free from this, since a window of
vulnerability must exist whilethe datais being sent to other processes. In practice the duration can often be
reduced by disseminating the new updates rapidly, but real networks do not allow complete certainty.

2.3 Group membership

The group membership protocol provides mechanismsfor listing group membership, creating a new group,
joining and leaving a group, and recovering from member failure. The group communication protocol
uses this information to identify what sites should receive multicast messages. This section sketches a
weak-consistency group membership protocol; details and proofs of correctness are reported elsewhere
[Golding92c].

Each process maintains an eventually-consistent view of the membership, indicating the status of each
member:

View = list of (process id, status, timestamp).

Views are updated during anti-entropy sessions, and eventually all processes can reach agreement if the
membership stops changing.

Inconsistent group views can make a system vulnerable to failure. Since a process can only contact
processes in its view, the transitive closure of all views must be kept equal to the group membership. The
knows-about graph formed by membership views can become incorrect if the only process to know about



another fails. To ensure the knows-about graph stays correct after up to & failures, the graph connectivity
must be k& + 1 or greater.

Toinitializea new group, a process p creates anew view with only itself. Tojoinagroup, p findsk + 1
sponsor processes in the group. These processes insert p into their views, and send the resulting view back
to p. Toleave agroup, p marksits status as leaving, then waitsfor every other processto observe the status
change. Whilewaiting it performs anti-entropy sessions but does not originate any messages. When p fails,
some outside mechanism will inform a functioning member process. This process marks p as failed inits
view. Thisinformation propagates to other processes, re-establishing & + 1-connectivity aong the way.

In contrast to this system, previous group membership mechanisms ensure greater consistency of group
views at the expense of latency and communication overhead. Both the Isis system [Birman87, Birman91]
and a group membership mechanism by Cristian [Cristian89] are built on top of synchronous atomic
broadcast protocols, and hence provide each process with the same sequence of group views. The Arjuna
system [Little90] maintains alogically centralized group view via atomic transactions.

2.4 Performance

Three disadvantages of weak-consistency process groups were pointed out in the last section: some opera-
tionsmust be delayed until request messages have been observed throughout the group; they require on-disk
message | ogs; and messages can be lost when many sites fail simultaneously.

The magnitude of each of these problems depend on how fast messages are propagated through the
group, which can be determined by simulation. A system of » server processes can be modeled asaMarkov
system of O(n?) states, where each state is |abeled with the number of processes available and the number
that have observed the update.

Dataloss due to permanent site failure appears to be negligiblein systemslike the Internet, where sites
stay in service for severa years. The probability of losing a message depends on the ratio p of the rate at
which sites perform anti-entropy to the rate of permanent site failure. If sites perform anti-entropy hourly
and sitesremain in service for afew years, p is more than 10000 and the probability of failureislessthan
1in 10000. The usua approximations to stable storage, such as delayed writeback from volatile storage,
also have negligible effect.

Thesize of logsis afunction of the time required to propagate a message to every group member. The
time required increases approximately as the log of the number of processes, and under reasonable update
and read rates information is likely to propagate to most sites before it is needed. Figure 3 shows the
distribution of time required to reach consistency for diff erent numbers of processes.

2.5 Presentinginconsistent information to users

Inconsistent information can be confusing to users. If one refdbms user finds a newly-added reference,
then sends a message to another user discussing the reference, the second user may not be able to find the
reference because it has not propagated to the right servers. This problem can be remedied by only making
information available to users after it has propagated everywhere, although this may make the information
unavailable for quite sometime.

Therefdbms system provides a hybrid solution that allows usersimmediate access to new information.
It maintains a pending copy of inconsistent database entries. Users can access the pending copies by
appending a .pending suffix to reference tags. The consistent copy is available using the unmodified tag.
Each server attempts to apply changes to the pending copy as they are received, but the changes may be
applied in an order different from the order they are applied to the final consistent copy.
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FIGURE 3: Time required to propagate a message to all processes.

3 Using nearby servers

If areplicated service is to make communicationslocal, clients must be able to locate and use the closest
servers. Servers can use a similar mechanism to bias their partner selection to favor other nearby servers. |
haveinvestigated quorummulticast protocol sthat will use preferred sites[Golding91b, Golding92b]. These
protocols use an ordering on m sites, and attempt to communicate with the best » of them. Sites can be
ordered using predictions of communication latency, failure, and bandwidth.

3.1 Using quorum multicast to select sites

Quorum multicast protocols alow clients to generally communicate with nearby sites, faling back to
more distant sites when the nearby ones have failed. While these protocols were originally developed for
implementing majority voting replication protocols, they provide exactly the communication locality and
fault tolerance needed for communication with a single server.

The semantics of quorum multicast define the interface:

guorum-multicast(message, sites, reply count) — replies
Exceptions: reply count not met.

The message is sent to at least areply count of the sites. If at least that many responses are received,
the operation succeeds; otherwise, it fails. Either way it returns the set of responses received. Quorum
multicasts can be used for client-server communication by setting the sites to the list of servers and the
reply count to one. If the servers are ordered from nearest to farthest, the protocol will select nearby servers
over distant ones.

There are severa variations on the protocol, each of which uses a different policy to handle site and
communication failure. Most can be tuned to declare possible failure of a nearby site early, improving
communication latency when the site is down at the expense of extra messages. Other variations provide
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different policiesfor retrying communication with nearby sitesthat may have failed.

3.2 Theperformance prediction problem

A client site must be able to rank servers by expected communication performance if quorum multicast is
to work. Expected performance is based on a prediction of communication latency, failure, and bandwidth.
If an operation requires that only a small amount of information be moved between sites, message and
processing latency will dominate performance. If large amounts of information must be transferred, then
bandwidth will dominate. The prediction should bebiased by the probability that the client can communicate
with the server. A detailed examination of thisproblem is available [Golding924].

Predictionscan be derived statically from thetopol ogy of thenetwork, or dynamically using performance
samples. The topology of the Internet is quite complex, and no detailed topologica models are available.
Approximations of topological information, such as hop counts, have been shown to be poor performance
predictors [Golding91b]. Dynamic prediction is generally more accurate.

Communication latency is often predicted by amoving average of recent samples. The moving average
a time ¢ of a sequence «; is defined as @; = wa; + (1 — w)a;—1, with ag = 0. The estimator can be
biased to weight recent or older samples more heavily by adjusting the parameter «w. This method is used
in most implementations of TCP [Jacobson88]. That work assumes that latency is normally distributed,
and computes an estimate of the variance to determine failure timeouts. The actua distributionisgenerally
similar to that in Figure 4. Whileit is not normally distributed, it is predictable.

Latency predictions should be biased by the probability that a site will respond. A site may not respond
either because amessage did not get through, or becauseit has crashed. A moving average of the probability
of message failure f;, 0 < f; < 1, can be combined with the packet timeout p; and expected latency /; to
give an overall expectation o;:

oy = fipr + (1= f)ls.
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Figure 5 shows how this estimation responds to a sequence of samples. Experience has shown thisisagood
overal estimator.

Sometimes bandwidth must be considered to rank servers — for example, when the refdbms system
is selecting a site to retrieve a copy of a paper. Unfortunately bandwidth is not as predictable as latency.
Figure 6 shows atypical bandwidth distribution. The distribution is nearly uniform and consequently has
a high variance. | have evaluated a number of prediction methods for bandwidth, and a moving average
prediction appears to work well.

Prediction methods using moving averages must have several recent samples to be accurate. Every
time a site communicates with a server it can log communication statistics to a database, and the sites on
alocal-area network can pool their results to increase the number of samples. However, quorum multicast
techniques will cause most of the samples to come from nearby sites. Periodically dropping sites from the
database will ensure accurate prediction for al potentia servers, aswell askeep the database sizesmdll. If a
database of samplesisavailable at every local organization, portable systems can find a database wherever
they connect to the Internet.

4 Caching and prefetching

While multiple servers bring information closer to clients, they do not necessarily make the information
local. Most clients, particularly portable systems, will not have the disk space to store the entire database.
However, clientson disconnected portable systemscan only operateif theinformationislocal. Other systems
perform better when information islocal or on the same network. Caching and prefetching information to
personal or organization-wide servers can meet this need.

Cacheand dliceserversplay different roles. Cache servers maintain copies of recently-accessed database
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FIGURE 6: Typica bandwidth distribution. Measured between beowulf.ucsd.edu and Ics.mit.edu.

entries, which canimproveperformanceif onesite or organi zation repeatedly accesses asmall set of database
entries. Slice servers prefetch database entries that are likely to be used in the near future according to
user-specified interests. Slices provide a way to group information that has not yet been accessed with
entries that have. Caches and slices differ in their handling of new database entries: slice servers will store
acopy of anew entry if it matches some predicate; cache servers will not.

Alonso, Barbarg, and Garcia-Molina have researched these issues for systems that use bounded incon-
sistency [Alonso90b]. They point out that slices (which they call quasi-copies) are similar to materialized
viewsin arelational database. Aswith views, the entriesin a dlice are determined by evaluating an expres-
sion that has the same form as a query on the database. In their system, each slice also has a coherency
condition that specifies how far out of date the entriesin aslice can be.

A weak-consistency cache server stores a random subset of database entries. It issimilar to servers that
store a full database copy, in that it maintains a message log and summary and acknowledgment vectors. It
periodically perform anti-entropy sessions with full servers, propagating any updates it originated to other
servers and receiving updates to the entries it has cached. The cache server will be unable to answer some
client queries, such as keyword searches in the reference database, because it does not have afull database
copy. These queries must be performed at afull or dlice server.

Slice servers in a weak-consistency architecture also act much like ordinary servers, except that they
storethe selection condition in addition to the database, 10g, and timestamp vectors. The selection condition
isapredicate on database entries. For simplicity assume the predicateisin disjunctive normal form; that is,
it hasthe form

(P1 A p2) V(pLAp3)V (pa)

When a client queries the slice server, the server can determine whether it can satisfy the query if the
query is equivalent to a subset of the slice predicates. For example, a refdbms slice server could answer
a query on marsupials if it stored references on marsupials v australian animals. If the server cannot
satisfy the query, the query must be processed by some other server. Asin the Domain Name Service, the
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forwarding can be recursive, where the server forwards the query to another sever, or iterative, where it
informs the client of other servers that might answer the query. Recursive forwarding makes for simple
clients, but increases the dependence of clients on server correctness.

Thedlice server conducts anti-entropy sessionsto maintai nitsinformation. These sessionsare similar to
ordinary ones, except that the selection predicate is passed to the partner and lessinformation flows between
the two. The dlice server can only perform sessions with full servers. The full server sends updates for
entries of interest to the slice server, while the slice server only sends updates it has originated.

Several users on aloca network may share a common slice server. The combined selection condition
isthe union of individual users' conditions; the union can be computed in O(n log ) timeif the predicates
arein disunctive normal form.

The selection predicates will need to be changed from time to time to reflect changing user interest.
When a slice server needs to add to its slice predicate, it potentialy increases the information it maintains.
The server computesthe difference between the old and new predicates, then performs aspecia anti-entropy
session to both become consi stent with another server and retrieve database entries matching the difference
predicate. To remove something from its predicate, potentially narrowing the server’s scope, the server can
discard consistent database entries without communicating with other servers.

The dlicing mechanism is particularly useful for portable computing systems. These systems may be
disconnected from the network, or connected only by a low-bandwidth wireless link. A user can create
a small slice server on their system to keep important information local. The volume of updates to the
slice may then be small enough to send over the wireless link. A slice server can aso obtain a summary
timestamp vector from a full server to determine how many updates the dlice lacks. When the difference
exceeds some bound, the slice server can prompt the user to connect their machine to a higher bandwidth
network — perhaps a telephone connection —to get the new information.

4.1 Usingdicesfor resource discovery

Many information services split their information into several separate databases, so users can have private
copies and to reflect different administrative domains. When multiple databases exist, there is the separate
problem of finding out about databases as they are added.

The usua solution isto have a metadatabase or database location service. This can be built using this
architecture aswell. A user can specify what databases they want to use by specifying a selection condition
on the metadatabase entries. Thiscondition can be used to build adlice of the metadatabase, and user queries
can be routed to those databases. As new databases become available, they will be added to the slice and
thus become available to the user. The user can install an agent to automatically create a slice of each new
database using the user’s sel ection condition.

5 Conclusions

In the Introduction, severa principles were put forward as good ideas. The weak-consistency architecture
adheres to them.

Thearchitecture uses weak-consi stency process groupsfor replication. Having multipleservers provides
fault tolerance and allowsthe service to scaleto very large user populations. Theweak consistency protocols
are expressly designed to allow servers to be added or removed without disturbing normal operation,
meeting the goal of a dynamic server group. The protocols also allow servers to operate asynchronously
and independently. They ensurethat servers can continue to function after several other servers havefailed.

The quorum multicast mechanism enables loca communication. Clients using quorum multicast pro-
tocols will make use of dynamically-determined performance predictions to communicate with nearby
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servers. The performance prediction information can be packaged so that portable systems can find an
accurate prediction database no matter where they are connected to the Internet.

Slicing allows loca sites to store a small, often-used subset of the larger database. A dlice server will
prefetch information based on user’s interests. Portable systems can use aloca dlice server when they are
disconnected from the Internet.

5.1 Continuingwork

Severa parts of the weak-consistency architecture presented here represent work in progress. At the time
of writing, the refdbms system uses the basic weak-consistency group communication and membership
protocols, but it does not provide slice or cache servers. The metadatabase mechanism has not yet been
finalized.

The performance prediction mechanisms are another subject of ongoing research. | will be conducting a
long-term performance study of the Internet to improve the analysis of prediction methods. There has been
some discussion of a performance prediction service, but this has not yet been implemented.

Refdbms servers can take on different roles to control access to the databases. Some servers will
allow both queries and updates, while others allow only queries. This paper has not addressed security and
authentication problems, but they have not been ignored in the actual implementation. It appears that a new
model of authentication is required for weak-consistency systems, so that a central authentication or key
server does not become a bottleneck.
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